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Determining Your Need for Archiving
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There are a large and growing number of regulatory obligations to preserve email. Some of
the higher profile requirements are:

¥ >*B,-)' GDE)F%9/(%GH%"##"
The Sarbanes-Oxley Act of 2002 requires all public companies and their auditors to retain
such relevant records as audit workpapers, memoranda, correspondence and electronic
records - including email -- for a period of seven years. Company officers are obliged to
report internal controls and procedures for financial reporting and auditors are required
to test the internal control structures. Businesses have to ensure employees preserve
information -- whether paper- or electronic-based - that would be relevant to the
company’s financial reporting.

¥ 1),E(0%2-'3*,-/)%?G*(,BKEK(F%,-L%9//GJ-(,BKEK(F%9/(%GH%NIBSN%OI2?799P
All organizations operating in the healthcare field need to comply with HIPAA to ensure
the safety of Protected Health Information. Organizations are required to protect the
data from unauthorized users, as well as to retain for six years a broad range of
documentation regarding their compliance.

¥ >)/I*K(K)'%,-L%5D/0,-Q)%RG++K"KG-%%E)'
Members of national securities exchanges, brokers and dealers are obliged to preserve
all records for a minimum of six years, the first two years in an easily accessible place
(SEC Rule 17a-4). The affected records are broad and encompass originals of
communications generated and received by individuals within financial institutions,
including inter-office memoranda and internal audit working papers. Also included are
automated messages sent to all customers, which could include email blasts. The records
may be "immediately produced or reproduced on 'micrographic media' [microfilm,
microfiche or similar] or by means of 'electronic storage media’'.

Among the many other requirements for data retention are FINRA 3010, the Investment
Advisors Act of 1940 (hedge funds), the Gramm-Leach-Bliley Act, IDA 29.7, FDA 21 CFR
Part 11, OCC Advisory, the Financial Modernization Act 1999, Medicare Conditions of
Participation, the Fair Labor Standards Act, the Americans with Disabilities Act, the Toxic
Substances Control Act, the UK Companies Act, the UK Company Law Reform Bill -
Electronic Communications, the UK Combined Code on Corporate Governance 2003, the
UK Human Rights Act, Basel Il, and the Markets in Financial Instruments Directive.

¥ SK-,-/K,E%2-LJ'(*F%.)QJE,(G*F%9J(O&E&2P Po
FINRA is a non-governmental regulator formed in 2007 by the merger of various
functions of the New York Stock Exchange and the National Association of Securities
Dealers. FINRA manages a wide variety of rules that are imposed upon the more than
5,000 brokerage firms and nearly 675,000 registered representatives it oversees.

¥ TGL)E%.)UJK*)+)-(‘%HG*%(0)%T,-,Q)+)-(%GHY%SE)/(*G-K/YHG\U o
MoReq is a specification, originally developed in 2001, that defines the functional
requirements for the manner in which electronic records are managed in an Electronic

I"HH$%8. ()*+,-%.)),*101%2-/3 % % 4%
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Records Management System. MoReq has been used widely in Europe and has been
updated with MoReq2.

The regulations above are but a very small sample of the regulations focused on data
retention that impact archiving requirements and practices. Additional regulations are
shown in a table later in this report.

567289%:762;%<5&.69:%9.&=5> %

Organizations don't have to be Google to experience email storage growth. The dual drivers
of cheaper disk storage and the increased size of email messages, thanks to attachments
such as images and videos, is fueling the email storage explosion. Messaging storage is
growing at an average of 31% annually, which means that a terabyte of storage today will
swell to nearly 2.5 terabytes in just three years.

Just over one-half of respondents (52%)
to a February 2009 survey of messaging
decision makers by Osterman Research

I"#$""%&' () &*%+&,()&-.&
0123%"22&4-55"26-%+"%¢

said they either had a need or a strong #7634*%/84-86*0% 78328823
;5-88&4-86/3*%4"&$3

need to slow the growth of messaging-
related storage. Increasing message

size was the leading problem for 5"=1/*#3-%2&#-&#<"&5-/"&-.&"
organizations, cited by 54% of ["=*|QA*D" DS = +&"€

respondents — worse than spam or
malware. 65"2"52*#3-% S TRHEB.8 " #3%

g , 4-86*%7A2&-0/3=*#3
Archiving can be a very useful tool in
reducing the volume of storage on
email servers. One way to use archiving as a storage management tool is through the use of
stubbing, in which email messages are replaced with “stubs” - roughly 10Kb links that point
to content that has been migrated from users’ mailboxes to the archive. When a user clicks
on a stub, the message and attachment are retrieved from the archive and presented to the
user as though the message were still in their mailbox. An alternative is to stub only
attachments, leaving the message itself intact and replacing the attachment with a link. As
with email stubbing, when a user clicks on the link, the attachment is retrieved from the
archive. Another alternative is to migrate emails and attachments to the archive without the
use of stubbing, allowing users to search for content directly from the archive.

Regardless of the particular method used, the advantages of using archiving to control email
storage growth include:

¥ Large email messages and files are removed from live storage, resulting in faster backups
and restores.

¥ IT can continue to impose quota limits on end users in order to keep email stores
relatively small, but users rarely bump into these limits because content that consumes
significant storage space is migrated from email server stores.

I"HH$%8. ()*+,-%.)),*101%2-/3 % % 40886
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¥ Rhoads Industries Inc v. Building Materials Corp. of America, 2:070-cv-04756, U.S. District
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¥ Keithley v. The Home Store.Com Inc., 3:03-cv-00447, U.S. District Court for Northern
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¥ Qualcomm v. Broadcom 3:05-cv-01958, U.S. District Court for Southern California
90&'$".&3.'("&") & +&&3'P-"% (*H##" 31?2 *" L(*#',%%-!./".&!".0".'$%",3.,22!"(*-%1'%*1 &', 2'
.0&52",%"' *$/*1-(&'&7,1&3(&',3"". #&%5'#"33&/8"P-"% (*##"..*/3&5!'2",%&1" *'0"31"'
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CONSEQUENCES OF FAILING TO MEET LEGAL HOLDS
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4)5%86,(,%.)()-(78-%.)9:7%)+)-( %
:85(0%<+)*7/, %
=/8-1>:)?@%

JA>(78- %

Health Insurance Portability
and Accountability Act

)0-(78-%.:>) %

Safeguard the privacy of Protected Health Information. Non-compliance
can result in a fine of up to $25,000 per year for incompliance. Fine of up
to $250,000 and a maximum 10 years imprisonment for individuals
involved in wrongful conduct with identifiable health information

Securities and Exchange
Commission

Retain all records for a minimum of six years, the first two in an easily
accessible place.

Federal Rules of Civil
Procedure

No mandated length to which records must be retained. Responding
party must respond within 30 days of a request for data is issued. Parties
must present data as they are kept in the ordinary course of business.
Rule 34(a)(d)(1)(B). Court-ordered sanctions are available for failing to
preserve e-mails relevant to anticipated or ongoing litigation.

4)5%6,(,%.)()-(78-%.)9:7%)+)-C %
B:*8C) %

JA>(78- %

Data Retention Directive

)0-(78-%.:>)" %

In response to terrorist bombings in London in July 2005, the European
Union in December of the same year passed a data-retention directive
requiring all telephone and Internet traffic be stored for up to two years.

Data Protection Directive

This directive was originally implemented in 1995 to protect the data of
individuals and the free movement of such data. The rules are applicable
not only EU businesses but also to anyone who uses equipment inside
the EU to process data. For example, a U.S.-based online retailer serving
customers in the EU would need to follow the regulation if they process
personal data and use EU-based equipment to process that data (i.e. the
customer's computer).

JA> (78 %

4)5%6,(,%.)(-(78-%.)9:7)+)-( %
<7,%

)0-

(78-%.:>) %

Hong Kong Personal Data
(Privacy) Ordinance

This regulation ensures personal data is accurate, up-to-date and kept no
longer than necessary. Individuals have the right to access their data and
to request that their data is corrected if they believe it to be wrong.
There are a variety of consequences to non-compliance, including a fine
of HK$50,000 and a two-year jail sentence.

Hong Kong Code of Practice on

Consumer Credit Card Data

In general, credit card issuers are required to keep consumer account
data for five years from when the data was created, or 5 years after
account termination.

Japan Personal Information
Protection Act

This act ensures the privacy of information that is handled by
government and private entities that collect or use personal information
of 5,000 or more individuals. Organizations should ensure that personal
data are kept secure from loss and unauthorized access and disclosure;
notify individuals of how their personal information will be used; and to
follow an individual’s request for correction to their data. There are a
variety of consequences to non-compliance, including a fine of up to
300,000 yen or a maximum six-month prison sentence for individuals
who violate an order.
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Choosing the Right Archiving Solution
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B Requirements

¥ Solution A
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email inbox management
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